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Presenter
Presentation Notes
Who has a voting system?What kind?Were you part of the purchase team?Do you maintain the equipmentDid you budget for the purchase?   Introduce self – how many years in elections, what is your job in relationship to voting equipment?  



Agenda 
1. History of Voting Systems 
2. Voting System Testing 
3. Help America Vote Act 
4. Texas Voting System Laws 
5. Budgets for Voting Systems 
6. Operation of Voting Systems 
7. Maintenance of Voting Systems 
 
 



History of  
Voting Systems 

Presenter
Presentation Notes
Just some basics of voting equipment



The “Original” Voting System 
 • Ancient Greece  -  508 BC.   

Presenter
Presentation Notes
Negative elections – Blackballed



The “Original” Voting System 
 • Ancient Greece  -  508 BC.   

Presenter
Presentation Notes
Greek Pots known as Ostraka – Ostrasized	



Concern about vote fraud and voter 
privacy was lead to one of the most 

important innovations in voting 
technology. In 1858, an election was 

held in Victoria Australia using 
standardized paper ballots that 
listed all candidates for office. 

History of Voting Machines – Paper 
Ballots 



History of Voting Machines – Paper Ballots 



History of Voting Machines – Paper Ballots 



History of Voting Machines - Mechanical Lever Machines  
 

 

A lever voting machine completely eliminates all 
questions of ballot interpretation. 

 

Presenter
Presentation Notes
Trivia – lever machines,  New York.  Acquired in 1960’s  Replaced in 2010,  with $95 million optical scanner,  because of problems with long iines in 2010,  brought back the lever machines.1960 – one half of all votes cast on lever 



History of Voting Machines – Punch card Voting  
 

 

http://www.cs.uiowa.edu/%7Ejones/voting/pictures/bal235.jpg


History of Voting Machines - Chad's 

It is noteworthy that 12 punch positions on the 228 
position ballot are directly over internal braces inside 

the mechanism, and that these positions are particularly 
prone to the development of chad jams that may 

prevent clean punching in those positions.  



•1974 – Optical Scan ballots start to appear.    

History of Voting Machines - Optical Scan 



Optical Scan (Marksense) 

•  Used in scoring 
standardized tests 

• Voter fills box or oval 
or completes an arrow 
next to printed choice 

• Completed ballot read 
by computerized device 

History of Voting Machines - Optical Scan 



Optical Scan (Marksense) 

• Fill in bubble, connect arrow, darken box 
• Early relied on graphite content to count 
• Used Infrared read heads 
• Newer versions can see almost all marking 

devices 
• Newer use Visible Light read heads 

History of Voting Machines - Optical Scan 



History of Voting Machines - Optical Scan 



First Electronic Voting Equipment 

• 1869 
• Thomas Edison’s first 

patented invention 
• Vote Recorder 
• Never used 

Presenter
Presentation Notes
Each Legislator moved a switch to either the yes or no position, transmitting a signal to a central recorder that list the names of the members in two columns of metal type headed “yes” or “no”.  The recording clerk then place a sheet of chemically prepared paper over the columns of type and moved a metallic  roller over the paper and type.  AS the current passed through the paper the chemicals decomposed, leaving the imprint of the name.  Dials on either side of the machine recorded the total number of votes.Edison sold the invention for $100,   to Dewitt Roberts.  Roberts took it to Congress, but the chair was unimpressed with the speed it recorded votes.  “if there is any invention on earth that we don’t want down here, that is it.”  The slow pace of roll call voting in Congress enabled members to filibuster legislation or convince others to change their votes.  Edison’s vote recorder was never used.



• 1980’s - Electronic 
implementation of 
mechanical lever 
machines 

• Choices visible on 
face of machine 

• On-screen keyboard 
or other entry device 
for  write-in votes 

• Touch screen, push 
buttons, other methods  
to enter choice directly 
into electronic storage 

• Votes stored in 
machine and on a 
memory device and 
added to choices of all 
other voters 

History of Voting Machines – Direct Recording 
Electronic (DRE) 



• Extremely accurate 
• Confirms selection to voter 
• No spoiled or unused ballots 
• No over-voting 
• Back-up battery in case of 

power failure 
• Stores votes in three places 
• Fast, efficient tally of results 

 

History of Voting Machines – Direct Recording 
Electronic (DRE) 

 



First-Generation DRE Machines 



History of Voting Machines – Direct Recording 
Electronic (DRE) 

 



 
History of Voting Systems 

Testing 



Voting System Testing 

• 1970 – SOS in California asks Bob Naegele to 
develop method for testing voting systems 

 
• 1975 – discussion of national standards begins 

with GAO and Bureau of Standards 
 
• 1985-1990 – FEC produces first Voting Systems 

Standards January 1990 

Presenter
Presentation Notes
44 years ago – California was looking for a way to make sure voting equipment was secure and did what it said it would do.FEC (Federal Election Commission) developed the standards in 1990,, The Federal Government does not test voting equipment against these standardHP Sullivan was SOS from 1970 -71,  appointed by Ronald Reagan when the previous Frank M Jordan died in office.Jerry Brown – SOS from 1971- 1975



• 1990 – NASED begins testing against the developed 
standards 

 
• 1997 –Split of hardware and software testing 
 
• 2002 – FEC updates 1990 standards 
 
• NASED begins testing against the 2002 standards 

Voting System Testing 

Presenter
Presentation Notes
NASED  Nation Association of State Election Directors takes up the testing,  NASED is a non-government entity, voluntarily offers the service to the states.NASED first has to find testing labs – and what criteria they will use.  



• Help America Vote Act of 2002 (HAVA) creates the EAC 
 
• HAVA transfers developing standards from the FEC to 

the EAC 
 
• HAVA requires EAC to set up program to test equipment 

against federal standards 
 

Voting System Testing 

Presenter
Presentation Notes
HAVA transfers the responsibility of developing voting system standards from the FEC to the EACHAVA requires EAC to set up the federal government first program to test voting equipment against the federal standards.HAVA renames the voting system standards, listing them as the voluntary voting system guidelines VVSGNASED terminates its voting system testing program in July 2006EAC launches full testing and certification program in January 2007FEDERAL government is now involved in testing – no longer just a state responsibility EAC must provide certification, decertification, and recertification.Responsible for accreditation of testing Labs.



• HAVA renames voting system standards – Now 
Voluntary Voting System Guidelines – VVSG 

 
• 2006 – July, NASED terminates its testing 

program 
 
• 2007 – January, EAC launches full testing and 

certification program 

Voting System Testing 



2005 VVSG 
• An update to the 2002 VSS  

 
• Recommended to EAC by NIST and TGDC, including 

three subcommittees:  
 Security and transparency 
 Human factors and privacy 
 Core requirements and testing 

 
• Major updates in accessibility, functionality, security, 

and usability 

Presenter
Presentation Notes
1990 – FEC develop standards2002 - VSS Voting system Standards 2005 - VVSG – HAVA – adoption of the VVSG is voluntary.  However states may formally adopt the VVSG, making these guidelines mandatory in their jurisdictions.CA put these into code*****The 2005 VVSG – adopted Dec 13, 2005.  after a through and transparent public comment process.  90 day public comment period, over 6,000 comments.  All comments were posted on the EAC website.  Public hearings in New York, Pasadena and Denver.   - can review drafts and comments on EAC website.Voting systems tested to the 2005 standards.  



VVSG 1.1 

• 2009 – revision to the 2005 VVSG 
• Additional best practices 
• Clean up of anomalies & deficiencies 
• Clarified previous standards 

 
• EAC will vote when they have a quorum of 

Commissioners 

Presenter
Presentation Notes
Attempted to revise guidelines every other year to stay current.  Gave up – and no longer numbered the VVSG with the year.VVSG 1.1  - EAC testing and certification Program discovered additional best practices, experienced anomalies and deficiencies with voting systems entering the Testing and Certification Program, and clarified many ambiguities with the standard. Summer of 2009 there was a 120 day comment period  Changes were made and and an additional 130 day comment period.  The final VVSG will be prepared for a Commission voter at such time the EAC once again has a quorum of Commissioners.  You can see the draft and comments on the EAC website.    



Help America Vote Act 



HAVA – Voting Systems 

 



HAVA – Voting Systems 



HAVA – Voting Systems 



HAVA – Voting Systems 



Voting Equipment 
Laws & Rules 

• HAVA (Help America Vote Act of 2002) 
 - III A – 301: 

  2nd Chance Voting 

 Audit Capacity 

 Accessibility for individuals with disabilities 

 Accuracy, and 

 Uniform definition of what constitutes a vote 

Presenter
Presentation Notes
Federal requirements – if you are developing your own system, or even your RFP  You will need to include these requirements



Second Chance Voting – Sec 301(a)(1) and 301(c)(2) 
  

– Permit the voter to verify (in a private and 
independent manner) his/her vote before 
ballot is cast and counted 

– Provide the voter opportunity to change the 
ballot or correct any error before ballot is cast 
and counted 

Voting Equipment 
Laws & Rules 



HAVA 2nd Chance Voting (Continued) 
  

– Notify the voter of an over vote and what 
to do to correct the ballot 

– Ensure that any notification preserves the 
privacy of the voter and confidentiality of 
the ballot 

– Term “verify” cannot preclude paper 
balloting 

 

Voting Equipment 
Laws & Rules 



HAVA 2nd Chance Voting – Over votes (continued) 

– Jurisdictions that use paper balloting, 
punch card, or central count systems 
(including mail in ballots) can meet the 
requirements for correcting over votes 
by: 

Voting Equipment 
Laws & Rules 



• Establishing a voter education program specific 
to that voting system that notifies each voter of 
the effect of over voting; and 

 
• Providing the voter with instructions on how to 

correct the ballot before it is cast and counted 
(including how to obtain and vote a 
replacement ballot). 

Voting Equipment 
Laws & Rules 



HAVA Sec. 301(a)(2) Audit Capacity 
Voting System must: 

– Produce a permanent paper record with a manual 
audit capacity for the system 

– Provide the voter with opportunity to change the 
ballot or correct any error before paper record 
produced and 

– Make paper record available for recounts 

Voting Equipment 
Laws & Rules 



HAVA Sec. 301(a)(3) – Accessibility for Individuals with 
Disabilities 

Voting System must: 

– Provide accessibility for disabilities 
including blind and visually impaired 
(including privacy and independence) as for 
other voters 

Voting Equipment 
Laws & Rules 



HAVA Disabilities (Continued)  

– Satisfy this requirement with at least one DRE or 
other system equipped for disabilities per polling 
site and 

– Meet the accessibility standards if the voting system 
is purchased on or after  1-1-2006 with HAVA funds 
– Meaning that if systems are bought after this date, 
all devices have to meet requirements 

Voting Equipment 
Laws & Rules 



HAVA Sec. 301(a)(4) Alternative Language 
Accessibility 

– Voting system must provide access to 
alternative languages pursuant to the 
requirements of Sec. 203 of the Voting Rights 
Act of 1965. 

Voting Equipment 
Laws & Rules 

Presenter
Presentation Notes
Note – that your equipment may handle the languages you have now – but what about after the next survey reports?  We could do Spanish, but when we added a character based language, Chinese, we had problems.  



HAVA Sec. 301(a)(5) Accuracy 

– Meet Voting Systems Standards of 2002 under 
Sec. 3.2.1 for accuracy which requires the 
equipment to have an error rate of a maximum 
of one error in 10 million ballot positions 

Voting Equipment 
Laws & Rules 



HAVA Sec. 302(a)(6) Uniform Definition of What 
Constitutes a Vote 

– Each state must adopt uniform and 
nondiscriminatory standards that define what 
constitutes a vote and what will be counted as a 
vote for each category of voting system used in 
the state. 

Voting Equipment 
Laws & Rules 

Presenter
Presentation Notes
Show chart from Kirsten – how and why it is used.  This election we had a ballot found in a booth – what do you do?  Do you know where to find these Standards?  



HAVA Mandates 
(Certification) 

HAVA Section 231(a) (1) (42 U.S.C. §15371(a)(1)) 
states: 

 
   “The Commission shall provide for the testing, 

certification, decertification, and recertification of 
voting system hardware and software by 
accredited laboratories.” 

 



• The decision on whether to adopt a voting system is made 
by the following authority: 

• (1)  for general elections for state and county officers, the 
commissioners court; 

• (2)  for primary elections, the county executive committee 
of the political party holding the primary;  and 

• (3)  for any other elections: 
• (4)  the commissioners court, if ordered by the governor or 

by a county authority 

Texas Voting System Standards 
Sec. 121.001 – Adoption of Voting System 



• (a)  Except as otherwise provided by this code, only one 
kind of voting system may be used at a polling place in an 
election. 

• (b)  Except as otherwise provided by this title, regular 
paper ballots may not be used at a polling place using a 
voting system.  

Texas Voting System Standards 
Sec. 123.005 – Multiple Methods of Voting at Same 

Polling Place 



• (a)  A voting system may be adopted for use in early voting 
only, regular voting on election day only, or both. 

• (b)  A voting system may be adopted for use in early voting 
by personal appearance only, early voting by mail only, or 
both. 

• (c)  Only one kind of voting system may be used for early 
voting by mail.  A voting system and regular paper ballots 
may not both be used in the same election for early voting 
by mail. 

Texas Voting System Standards 
Sec. 123.006 – Adoption of Voting System for Early 

Voting 



• (1)  "Voting system" means a method of casting and 
processing votes that is designed to function wholly or 
partly by use of mechanical, electromechanical, or 
electronic apparatus and includes the procedures for 
casting and processing votes and the programs, 
operating manuals, tabulating cards, printouts, and 
other software necessary for the system's operation. 

Texas Voting System Standards 
General Provisions Sec. 121.003 - Definitions 



• (2)  "Electronic voting system" means a voting system in 
which the ballots are automatically counted and the results 
automatically tabulated by use of electronically operated 
apparatus. 

• (3)  "Voting machine" means an apparatus on which voters 
cast their votes, that records each vote, and that furnishes a 
total of the number of votes cast for the candidates and for 
and against the measures. 

Texas Voting System Standards 
General Provisions Sec. 121.003 - Definitions 



• (4)   "Voting system equipment" means any kind of 
mechanical, electromechanical, or electronic apparatus for 
use in a voting system. 

• (5)  "Automatic tabulating equipment" means equipment, 
other than a voting machine, that compiles vote totals by 
ballot sorting, ballot reading, ballot scanning, or electronic 
data processing. 

Texas Voting System Standards 
General Provisions Sec. 121.003 - Definitions 



• (6)  "Public counter" means a registering device that 
cumulatively records the number of voters casting votes on 
a voting machine and that is constructed and installed on 
the machine in a way that provides an unobstructed view 
of the recorded number. 

• (7)  "Protective counter" means a registering device that 
permanently records the cumulative number of times that 
a voting machine has been operated and that is installed in 
the machine in a way that prevents resetting the device. 

Texas Voting System Standards 
General Provisions Sec. 121.003 - Definitions 



• (8)  "Registering counter" means a registering device on a 
voting machine that records the votes cast for a particular 
candidate or for or against a particular measure. 

• (9)  "Electronic system ballot" means a ballot designed for 
use with an electronic voting system. 

• (10)  "Punch-card ballot" means an electronic system 
ballot in the form of a tabulating card. 

Texas Voting System Standards 
General Provisions Sec. 121.003 - Definitions 



• (11)  "Voting system ballot" means a ballot designed for 
use with a voting system. 

• (12)  "Direct recording electronic voting machine" or "DRE" 
means a voting machine that is designed to allow a direct 
vote on the machine by the manual touch of a screen, 
monitor, or other device and that records the individual 
votes and vote totals electronically. 
 

Texas Voting System Standards 
General Provisions Sec. 121.003 - Definitions 



• The procedures must provide for the use of a 
computerized voting system with: 

• (1)  multiple voting terminals for the input of vote 
selections on the ballot presented by a main computer;  
and 

• (2)  a main computer to coordinate ballot 
presentation, vote selection, ballot image storage, and 
result tabulation. 
 

Texas Voting System Standards 
Sec. 128.001.  Computerized Voting System Standards 



• A voting system may not be used in an election unless the 
system: 

• (1)  preserves the secrecy of the ballot; 
• (2)  is suitable for the purpose for which it is intended; 
• (3)  operates safely, efficiently, and accurately and complies 

with the error rate standards of the voting system 
standards adopted by the Federal Election Commission; 

• (4)  is safe from fraudulent or unauthorized manipulation; 

Texas Voting System Standards 
Sec. 122.001  Voting System Standards 



• (5)  permits voting on all offices and measures to be voted 
on at the election; 

• (6)  prevents counting votes on offices and measures on 
which the voter is not entitled to vote; 

• (7)  prevents counting votes by the same voter for more 
than one candidate for the same office or, in elections in 
which a voter is entitled to vote for more than one 
candidate for the same office, prevents counting votes for 
more than the number of candidates for which the voter is 
entitled to vote; 

Texas Voting System Standards 
Sec. 122.001  Voting System Standards 



• (8)  prevents counting a vote on the same office or measure 
more than once; 

• (9)  permits write-in voting; 
• (10)  is capable of permitting straight-party voting;  and 
• (11)  is capable of providing records from which the 

operation of the voting system may be audited. 

Texas Voting System Standards 
Sec. 122.001  Voting System Standards 



• The secretary of state may inspect at any time, including 
the day of an election, a voting system or the voting system 
equipment used in an election to determine whether the 
system or equipment complies with applicable standards 
or deviates from the system or equipment approved by the 
secretary. 

Texas Voting System Standards 
Sec. 122.002  Inspection of Voting System  



• (1)  a security system capable of preventing operation of 
the machine; 

• (2)  registering counters that can be secured against 
access; 

• (3)  a public counter; and 
• (4)  a protective counter. 

Texas Voting System Standards 
Sec. 122.033  Approval of Voting System  



• (a)  Copies of the program codes and the user and operator 
manuals and copies or units of all other software and any 
other information, specifications, or documentation 
required by the secretary of state relating to an approved 
electronic voting system and its equipment must be filed 
with the secretary. 

• (b)  Materials described by Subsection (a) that are not on 
file with and approved by the secretary of state, including 
any updated or modified materials, may not be used in an 
election. 

Texas Voting System Standards 
Sec. 122.0331  Approval of Voting System  



• (c)  The secretary of state shall periodically compare the 
materials on file with the materials actually used in 
elections to ensure compliance with this section. 

• (d)  The program codes and all other software on file with 
the secretary of state under this section are not public 
information.  The materials shall be made available to the 
attorney general or the general's designee in any 
investigation of election irregularities.  The materials may 
be made available in a judicial proceeding on the request of 
the court or other tribunal but may be viewed in camera 
only. 
 

Texas Voting System Standards 
Sec. 122.0331  Approval of Voting System  



• (a)  A county may contract to acquire the equipment 
necessary for operating a voting system by purchase, lease, 
or other means. 

• (b)  To finance the acquisition of equipment, the 
commissioners court may issue bonds or other evidences 
of indebtedness as authorized by general law, payable 
solely from the county general fund.  

Texas Voting System Standards 
Sec. 123.031  Acquisition of Equipment by County  



• (a)  A political subdivision other than a county may 
contract to acquire the equipment necessary for operating 
a voting system as provided by this section. 

• (b)  A political subdivision may lease the equipment from a 
county in which the political subdivision is wholly or partly 
situated.  If the desired equipment is not available from the 
county, the political subdivision may acquire it by 
purchase, lease, or other means from any other source. 

Texas Voting System Standards 
Sec. 123.032  Acquisition of Equipment By Political other 

than County  



• (c)  If a political subdivision desires to lease equipment 
owned by a county the county's duty to lease the 
equipment is subject to reasonable restrictions and 
conditions imposed by the commissioners court to: 

• (1)  ensure availability of the equipment in elections for which the 
commissioners court adopted the voting system;  and 

• (2)  protect the equipment from misuse or damage. 
• (3)  The maximum amount that a county in which a political 

subdivision is wholly or partly situated may charge the political 
subdivision for leasing county-owned equipment is 10 percent of the 
purchase price of the equipment for each day the equipment is leased. 
 

Texas Voting System Standards 
Sec. 123.032  Acquisition of Equipment By Political other 

than County  



Budget for Voting System 
 

Presenter
Presentation Notes
A case of the chicken and the egg – How do you know how much money you will need, until you know what system you are buying.   How do you know what system you are buying unttl you have the money.



Lifecycle Cost Iceberg 

66 



Finding the Money 

• Determine funding availability early in the 
process 

• Build partnerships with community 
stakeholders = communicate the need 

• Establish your own election-related revenue 
fund for the purpose of equipment replacement 

Presenter
Presentation Notes
Orange CountyBrian NewbyLetter to your BoardBudget – fund?  Cost estimate?  No more HAVA Money – no grants



Developing your  
Request for Proposal 

• Specify minimum requirements 

• Describe your county, including current voting 
system and vision for the future 

• Ask specific questions so that points can be 
assigned to the various vendor proposals 

 

 

Presenter
Presentation Notes
Budgeting - RFP – Sacramento style – team members  include your budget personYour RFP becomes your contractDemos include community members, DAC , Board of Supevisors, Cities/districts



Rating the Responses 
• Choose Selection Committee 

• Each member should rate each proposal based on 
predetermined criteria 

• Develop composite of the Committee’s collective 
rankings 

• Conduct interview/demonstrations with top 
ranked firms 

• Do not accept proposed costs until after the top 
ranked firms have been determined 

Presenter
Presentation Notes
I’m not sure about other counties, but I have a feeling that with a purchase of this size the “selection committee” may very well be the board of county commissioners (certainly, where a board relies on general revenue funding, this is going to be the de facto case irrespective of what the board suggests or wishes).  As a matter of practice, it’s probably wise for boards in Ohio to begin engaging with the holders of the purse strings now to forge partnerships and working relationships where that’s possible (and where it isn’t, to make themselves aware of that fact and begin planning for alternative approaches).While I’m on that subject, on thing I think is kind of unique to Ohio law is the ability boards here have to establish a fund to election-related revenue separate from county general funding (see ORC 3501.17(I)).  While a board of commissioners must approve the creation of the fund, once it’s established it can be used for any purposes boards are legally sanctioned to pursue – including voting machine purchases.  Several counties are doing this, and I know several others are considering it…something that may be worth mentioning at some point on in relation to this topic.



Vendor Demonstrations 
• Provide a past election setup of your most complicated 

election, including a two page ballot 

• Invite a variety of staff, technicians, party leaders, etc. 
to attend and complete evaluation forms 

• Detail major elements to be included in each 
demonstration 

• Determine when, and if, the media will be invited 

• Assure that the same rules apply to all vendors 



Selecting the Vendor 
• Recommendation should be based on: 

•  Written Response to RFP 

•  Interviews and Demonstrations 

•  Proposed Costs 

• Purchasing Manager should negotiate the 
contract 

• Reserve the right to reject any and all 
proposals 



Contract – Do’s 
• Do tie the RFP to the contract 

• Do require detailed documentation from the vendor – manuals 
and checklists 

• Do negotiate extended warranties 

• Do include pricing for parts 

• Do include costs for election support, software maintenance, 
upgrades, and paper ballots 

• Do include working relationships in the contract 

• Do include the Legal staff in all contract negotiations 

• Do guarantee prices for a period of time – at least two years 

 

Presenter
Presentation Notes
It seems that you’re trying to keep the “dos” and “don’ts” to one slide each, which I respect and appreciate.  That said, you might want to including getting things like indemnifications, damages clauses, etc. included (I suppose that’s covered by “include the Legal staff,” but making sure those sorts of contingencies are clearly thought through on the front end can save a lot of headaches later, especially with contracts the size of the ones at play here).



Contract – Don’ts 
• Don’t use the vendor’s standard contract 

 
• Don’t sign the final document without the Legal 

Department’s blessing 
 

• Don’t automatically make payments unless the 
vendor has met all of its contractual obligations.  
Retain at least a portion of your money until 
everything has been delivered 
 

• Don’t amend the contract without the Legal 
Department’s approval 



Managing the Contract 
• Select an internal project manager and implementation team 

• Develop a timeline for contract deadlines 

• Keep copies of all correspondence and document all 
telephone calls 

• Document any delays – do not make automatic payments 

• The Legal Department should authorize any delays 

• Take affirmative steps to safeguard the confidentiality of the 
vendor’s software 

• Pay strict attention to warranty deadlines.  Do not agree to 
“forgive” anything 

 



Testing Voting Systems 



• Immediately after receiving a voting system from a 
vendor, the general custodian of election records shall: 

• (1)  verify that the system delivered is certified by the 
secretary of state; 

• (2)  perform a hardware diagnostic test on the system 
as provided by Section 129.022(b); 

• (3)  perform a public test of logic and accuracy on the 
system as provided by Section 129.023; and 

• (4)  perform any additional test that the secretary of 
state may prescribe. 

Texas Voting System Standards 
Sec. 129.021  Acceptance Testing 



• (a)  The general custodian of election records shall 
conduct a successful hardware diagnostic test before a 
voting system is used in an election. 

• (b)  The hardware diagnostic test must ensure that 
each part of the system functions properly as 
prescribed by the secretary of state. 

• Amended by:  
 

Texas Voting System Standards 
Sec. 129.022  Hardware Diagnostic Testing 



• The procedures for testing shall: 
• (1)  direct the testing board to cast votes; 
• (2)  verify that each contest position, as well as each 

precinct and ballot style, on the ballot can be voted and is 
accurately counted; 

• (3)  include overvotes and undervotes for each race, if 
applicable to the system being tested; 

• (4)  include straight-party votes and crossover votes; 
• (5)  include write-in votes, when applicable to the election; 

Texas Voting System Standards 
Sec. 129.023  Public Logic and Accuracy Testing 



• The procedures for testing shall: 
• (6)  include provisional votes, if applicable to the system 

being tested; 
• (7)  calculate the expected results from the test ballots; 
• (8)  ensure that each voting machine has any public 

counter reset to zero and presented to the testing board for 
verification before testing; 

• (9)  require that, for each feature of the system that allows 
disabled voters to cast a ballot, at least one vote be cast and 
verified by a two-person testing board team using that 
feature 

Texas Voting System Standards 
Sec. 129.023  Public Logic and Accuracy Testing 



 

Vegas or Voting 



Operation and 
Management of the Voting 

Systems 



• Create and maintain an inventory of all electronic 
information storage media. 

• Develop a procedure for tracking the custody of each 
electronic information storage medium from its storage 
location, through election coding and the election process, 
to its final post-election disposition and return to 
storage.  The chain of custody must require two or more 
individuals to perform a check and verification check 
whenever a transfer of custody occurs. 

Texas Voting System Standards 
Sec. 129.051 Pre-Election Security Procedures 



• Establish a secured location for storing electronic 
information storage media when not in use, coding a 
medium for an election, transferring and installing the 
medium into voting system equipment, and storing voting 
system equipment after election parameters are loaded. 

• Create a procedure for tracking the custody of voting 
system equipment once election parameters are loaded. 

• Create a recovery plan to be followed if a breach in security 
procedures is indicated.  This plan must include 
immediately notifying the secretary of state. 

Texas Voting System Standards 
Sec. 129.051 Pre-Election Security Procedures 



Election Day – Machine Delivery 

• All machines should be sealed and secured 

• Machines should be cabled and locked together when delivered 

• Include delivery requirements in delivery company contract 

•  Padding and/or strapping of machines? 

•  Stacking or not stacking of machines? 

•  Responsibility for loading/unloading of machines? 

•  Who is responsible for developing the delivery route? 

•  Deadlines for delivery 

Presenter
Presentation Notes
Often, machines are delivered to a location in advance of Election Day and secured at the location (the “guts” of the things – memory cards and paper ballots – are kept by the presiding judge).  Many boards do delivery themselves in Ohio, using part-time and/or seasonal employees.



Election Day Support Staff 

• IT Support – Opening and Closing 

• Call Centers – For poll workers and for the Public 

• Rovers 

• Field Technicians 
 

Presenter
Presentation Notes
In our county (and I know several others), we have “rovers” who have received additional training on machine setup and troubleshooting who have set territories within our county.  We give the presiding judges in those territories contact information for our rovers (and vice versa), and encourage the poll workers to contact the rovers directly with small-bore problems (these incidents then get recorded on a log that becomes a part of our records).  Rovers, conversely, are instructed to check in from time to time to monitor and assist.



Supplies and Procedures 



Security Bag 
015368 
lll ll ll l 

Johnson County KS 

Election Office 

(913) 782-3441 

Red Bag 
AMOS ACTIVITY CENTER 
 
EP001 
November General (11/2/04) 
 
2 Manager Cards 
Broken Opening Seal Opening Seal #: 015368 
lllllllllllllllllllllllllllll Closing Seal # : ________ 



Encoder 

EP Code 1 
Machine Tapes 

                             
015368 
lll ll ll l 

Johnson County KS 

Election Office 

(913) 782-3441 

Red Bag 
AMOS ACTIVITY CENTER 
 
EP001 
November General (11/2/04) 
 
2 Manager Cards 
Broken Opening Seal    Opening Seal #: 015368 
lllllllllllllllllllllllllllll         Closing Seal  # : ______ 



Break-Off Numbered 
Bar-coded Seals 
For Bags 

lll ll l llll lllll 
107926  



Tamper-Evident Numbered  
Bar-coded Seals for Machines 

JOCO KS ELECTION 
lllllllllllllllllllllllllllllllll O 
2019 



Opening – Closing Report 

Presenter
Presentation Notes
Another thing we provide our poll workers is a detailed, step-by-step opening and closing procedures checklist.  This has helped reduce errors/calls related to small issues at set up, and improved our compliance with full information gathering and reporting (i.e. opening and closing times, lock numbers for chain of custody, etc.).  They practice using these sheets and both the opening and closing of the machines during poll worker training.



Post Election Audits of 
Voting Systems/Results 



Suggested Security Procedures 

• Control your own election. 

• Imagine your worst disaster and plan accordingly.  Review 
and update your Election Administration Plan annually. 

• Store voting machines in a sealed booth within a controlled 
access building. 

• Do not network your election software computer within 
your office or connect to the Internet.  Install only the 
election software on this computer. 



Suggested Security Procedures 
• Install computer in a secure room with controlled access, 

monitored by a video camera. 

• Control access to this computer – office staff and vendor.   

• Safeguard vendor’s election software and each election 
database in a secure, controlled access place, i.e. fireproof 
vault. 

• Secure all machine keys, voter access cards, and storage 
media in a separate controlled access room.  Develop 
detailed inventory control procedures. 



Election Verification 

• Voters processed = voter receipts 
• Ballots issued by machine = voter receipts 
• Machine totals = machine tape totals 
• Accumulated total = Total of all machine tapes 
• Advance paper ballot totals = electronically 

transferred Advance totals in central count 
• Election Day totals + Advance totals = Unofficial 

Election Night Summary totals 
• Precinct totals = Summary totals 



Voting Machine Audit Trail 
• Acceptance testing of new equipment 
• Pre-election system/setup diagnostics (printout) 
• Logic and Accuracy testing of storage media in specific 

election-day machine (printout) 
• Record of System Total (Protective Counter) 
• Record of number on bar-coded tamper-evident seal 
• Election morning verification of System Total and seal 

number 
• Final election night reconciliation of totals 
• Election morning zero report 
• Election night results printout  



Voting Equipment Post Election Review 
 

Assemble and review post-election reports: 
o Election morning trouble call sheets 
o Election Day field supervisor log reports 
o Election worker feedback sheets 

 



Looking to the Future… 



 
Dean Logan - LA County 

Development of New Voting 
System 

   

https://www.youtube.com/watch?v=Q4JALGoGG0o&feature=player_embedded
https://www.youtube.com/watch?v=Q4JALGoGG0o&feature=player_embedded
https://www.youtube.com/watch?v=Q4JALGoGG0o&feature=player_embedded
https://www.youtube.com/watch?v=Q4JALGoGG0o&feature=player_embedded
https://www.youtube.com/watch?v=Q4JALGoGG0o&feature=player_embedded
https://www.youtube.com/watch?v=Q4JALGoGG0o&feature=player_embedded


• Discussion? 
• Comments. 
• Questions? 

• Suggestions. 
 

• cmcginn@nccu.edu 
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